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What we know about "PETYA"

Introduction

Patching

Lateral movement

\/ Make sure you have applied the latest X Pay the ransom (as the email address is
windows patches (especially the ones already blocked since +/- 2h)
concerning SMB protocol) X Open attachments sent to your RH email
\/ Make sure you have backup (better safe address. Last year, Petya targeted
than sorry) businesses via recruitment pages. Exploits
Make sure no machine is exposing port targeted those receiving CVs/resumes.

S

445 on the internet

\/ If machine reboots and you see chkdsk

Repairing file system on C:

The type of the file system is NTFS.
contain: ors a

message, power Off immediately! This 'is One of your d nd needs to be repaired. This proces:

isks ins err ocess
may take several hours to complete. It is strongly recommended to let it
complete.

WARNING: DO NOT TURN OFF YOUR PC! IF YOU ABORT THIS PROCESS, YOU COULD
. DESTROY ALL OF YOUR DATA! PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED
the encryption process. If you do not

CHKDSK is repairing sector 110656 of 119776 (92x)

power on, files are fine.

\/ You can use MS AppLocker to disable

2 () 2P o () =) i (@ (9 () Right Ctrl

execution of a file called perfc.dat and

the PSExec utility

Possible Killswitch

Simply create a file C:\Windows\perfc
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